Q. UNIQA

NOPAAOK OBPOBKU TA NPOLUEAYPA 3AXUCTY NEPCOHAJIbHUX
AAHUX CMOXUBAYIB MNMpAT «CK «YHIKA»

1. 3ATAJbHI NOJIOXEHHA

Llen MMopapok o06pobku Ta npoueaypa 3axucTy NEepCcoOHanbHUX OaHUX
cnoxuadviB MNMpAT «CK «YHIKA» (pani — lNopsagok) € BHYTPiWHIM OOKYMEHTOM
MpAT «CK «YHIKA» (pani — TosapuctBo, KomnaHisl) Ta BM3Ha4yae yMOBM,
npoueaypy Ta Aii ToBapucTBa wWwoao 3abe3neyvyeHHA KOHIgEHUINHOCTI i
HEeJOTOPKAHOCTI MepcoHanbHUX JaHuxX Qi3ndHMXx ocib, 4ki  3BepHynuca 3a
HagaHHAM giHaHcoBUX nocnyr Ta/abo KopucTtyTbcs nocnyramm Komnaxii B Tomy
4yucni, 3 BUKopuctaHHAM Beb-canty KomnaHrii uniga.ua (gani - Cant) Ta iHWUMK
ungpposnmn  cepsicamm  Komnadii, 3okpema 4art-6otamu, MoOOBiNbHUMMK
3acTocyHkamu, kabiHeTamu knieHTa (gani - Cepsicn).

Llen Mopsapok po3pobrneHo 3 MEeTOK CTBOPEHHA YMOB ONns 3abe3neyeHHs
3axUcTy NepcoHanbHUX gaHux knieHtie KomnaHxii (cnoxuneayis piHaHCOBMX MOCNYr)
Bi4 X He3akOHHOI 06pobkM Ta Bi4 HE3aKOHHOro LOCTYNy A0 HUX, HareXHOoro
3axucTy npaB cyb'ekTiB nepcoHanbHUX gaHmMx Npm o6pobui IX nepcoHanbHUX AaHUX
BignoBigHo 0o KoHcTutyuii YKkpaiHn, 3akoHy YKpaiHu «[1po 3axXucT nepcoHasnbHUX
AaHnx», 3akoHy YkpaiHm «[1po cTpaxyBaHHs», 3akoHy YkpaiHu «[1po iHdopmauio»
Ta BUMOT iHWKNX YAHHUX HOPMATUBHO-NPaBOBUX akTiB B chepi o6poOKku Ta 3axmncry
nepcoHanbHUX pgaHux. Takox, [llopagok BpaxoBye BuMorn PernameHty
€sponencekoro lMapnameHTy Ta Pagn 2016/679 Big 27.04.2016 «lWoago 3axucry
di3anyHnx ocié npu obpobui nepcoHanbHMX AaHUX Ta NPO BiNIbHUMW PyX TaKux
AaHux» (General Data Protection Regulation), B 4yacTuHi WO He cynepe4yunTb
YMHHOMY 3aKOHOAABCTBY YKpaiHu.

CnoxuBaui, ki kopuctytoTecsa Cantom Tta/abo Cepsicamn KomnaHdii (Hagani —
KopucTtyBaui) norogaxyTbca 3 ymMmoBaMmu gaHoro Nopsgky, sknin BuU3Hadvae npasuna
oTpuMaHHs, 36epiraHHsa, O06OpPo6KM, BUMKOpUCTAHHSA | po3kpuTTa KomnaHiewo
nepcoHanbHUX gaHux Kopuctysauis.

®akT BukopuctaHHa Kopuctysadem Canty Tta CepsiciB KomnaHii niaTsepaxye
noro 3rogy 3 ymosamu gaHoro opsaky, y Bunagky Hesrogum 3 ymoBaMu LaHOro
Mopsiaky, cnoxumead (Ta/abo KopuctyBay) He noBuHeH BukopuctoByBaTtu Cant Ta
iHWi Cepaicn KomnaHif.

MocunaHHsa Ha uen MNopsagok po3miweHo Ha CanTi Ta 'y Cepsicax, ki HagaTbCcA
Ta/abo nponoHytTbca Komnanieto Kopuctysavam.

Mopsagok cnpsamoBaHuW Ha nyb6niyHe iHOpPMYBaHHSA CROXMBaYiB Ta
KopuctyBayie npo nopsgok 36opy(obpobkn), 3b6epiraHHsa, nepegadi ix
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nepcoHanbHUX AaHUX, B TOMY YMCNi NEPCOHaNbHUX OaHUX, WO HagalTbCs B pamMKax
BMKopuctaHHa CanTty Ta iHwmnx CepsiciB KomnaHir.

2. BUISBHAYEHHSA TEPMIHIB

Bba3sa nepcoHanbHMUX AaHUX - iIMEHOBAHA CYKYMHICTb YNOPSAKOBAHUX NEePCOHaNbHUX
AaHUX B €NeKTPOHHIN doopmi Ta/abo y hopmi KapTOTEK NEPCOHANbHUX AAaHUX.

Bonoaineub nepcoHanbHUX AaHux - isnyHa abo ropugmyHa ocoba, sika BU3Ha4ae
MeTy oBpobKM nepcoHanbHUX OaHUX, BCTAHOBMOE CKNag UMX AaHWUX Ta npouenypu ix
00p0o6KM, AKLLO iHLIE HE BU3HAYEHO 3aKOHOM.

[oroBip cTpaxyBaHHA - NMMCbMOBa yroga MK CTpaxyBallbHUKOM i CTPaxXOBUKOM,
3rigHO 3 SKOK CTpaxoBuK Oepe Ha cebe 3000B’A3aHHA y pasi HACTaHHS CTPaxoBOro
BUMaAKy 34iMCHUTU CTpaxoBy BUMNNaTy CTpaxyBanbHWKY abo iHWwin ocobi, BU3Ha4YeHin y
[OroBOpi CTpaxyBaHHSA CTpaxyBallbHUKOM, Ha KOPUCTb HAKOI YyKnageHo [JOorosip
CTpaxyBaHHsl, a CTpaxyBalibHUK 3000B’A3yeTbCHA ChnradyyBaTu CTPaxoBi nnaTtexi y
BM3HAYeHi [OroBOpPOM CTpaxyBaHHA CTPOKM Ta BWUKOHyBaTW iHWi ymoBwu [loroBopy
cTpaxyBaHHs (Hagani - [lorosip cTpaxyBaHHS).

KopuctyBau — isnyHa ocoba, sika kopuctyetbcss Cantom KomnaHii Ta iHWMMMK
Cepsicamu (4aT-60Tamu, kabiHeTamu, MOBINbEHMMM 3acTOCyHKamu Towo). KopuctyBad €
Ccy6’eKTOM nepcoHanbHUX JaHUX.

O6nikoBMM 3anuc — CyKynHicTb iHopmMadil npo KopucTyBada, WO MIiCTUTb LaHi
aBTopm3adii Kopuctysaya (noriH i naponbs abo iHWwi napameTpu aBTeHTUIKALT, HAanpuknaa,
niH-kog, GiomeTpis), HeobXiagHi Ansa iaeHTudikauii KopuctyBada npy BUKOPUCTaHHI HUM
Canty Ta iHwKux CepsiciB KomnaHii.

O6pobka nepcoHanbHUX AaHUX - Oyab-Aka Ais abo CyKynHiCTb Ain, Takux sk 36ip,
peecTpauid, HakonNU4YeHHs1, 36epiraHHa, aganTyBaHHs, 3MiHa, MOHOBIIEHHS, BUKOPUCTAHHSA
Ta NOWMpeHHA (PO3MOBCIOMKEHHS, peanisauid, nepegada), 3HeOCOONEHHS, 3HULLEHHSA
NnepcoHanbHUX AaHNX, Yy TOMY YMCHi 3 BUKOPUCTAHHSM iHpOopMaLinHUX (aBTOMaTM30BaHMX)
CUCTEM.

MNepcoHanbHi AaHi — iHdopMauis (BiOOMOCTI 44 CYKYynHiCTb BiJOMOCTEN) MpO
crnoxuBayva Ta/abo Kopucrtyeaua, akoro igeHTudikoBaHo abo sika 403BONSAE OAHO3HAYHO
ineHTnikysaT noro ocooy.

Po3nopsigHMK nepcoHanbHUX AaHux - @isnyHa abo wopugudHa ocoba, Skin
BONOAINbLEM NEPCOHAnbHMX OaHuxXx abo 3aKOHOM HagaHo npaBo 00pobnsATM Ui AaHi Big
iIMEHI BOnoAinbLs.

Cepsic — Oyab-akui umcpoui cepsic KomnaHii (Beb-cantn, 4aT-60Tn, MOOBIMbHI
3aCTOCYHKM TOLWO), kMM Hagae KopuctyBadam nocrnyrm 3 OTPUMAHHS PeKaMHuX,
iHpopMaUiHUX MaTepianis, MNPOAYKTM CTpaxyBaHHS, YMOBW YKNadaHHSA [OOroBopiB
CTpaxyBaHHS TOLLIO.

CnoxuBa4y iHaHcoBMX nocnyr (gani - crnoxmBad) - disndHa ocoba, ska
3BEpPTaETbCA 3a HagaHHAM diHaHcoBux nocnyr o Komnawii Ta/abo nocepeaHuka abo
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KOPUCTYETLCH LMMKU Nocriyramu Ang 3a0BOSMIEHHS 0COBUCTUX NOoTped, He MOB’A3aHuUX i3
NiANPUEMHNLLKOK abo He3anexHo NPodECINHOW AiSNbHICTIO.

Cy06'ekT nepcoHanbHUX pAaHux - isnyHa ocoba, nepcoHanbHi  AaHi  akol
06pobnstoTbeS.

Tpeta ocoba - 6yab-sika ocoba, 3a BUHATKOM cyb'ekTa NepCOHarbHUX AaHuX,
BOJIOAINbLS Y/ PO3MNOpsSAHMKA NePCOoHanNbHNX JaHMX Ta YNOBHOBaXeHOro BepxoBHoi Paau
YKpaiHM 3 npaB JOANHKU, SKIA BOMOAIMbLEM UM PO3NOPALHUKOM MEPCOHANbHUX OaHUX
30INCHIOETLCA Nepeaaya NepcoHanbHUX AaHNX BiONOBIOHO A0 3aKOHY.

Cookie — dpparmeHT gaHux (3a3BuMya HEBENUKUA TEKCTOBUW pawnsl), CTBOPEHUN
Cantom (abo iHwmmn Cepsicamn KomnaHii) Ta 36epexennin y komn'totepi Kopuctysava y
Burnaai ogHoro abo gekinbkox damnie. Cookie npusHaveHi ons 36epexeHHs BnogodbaHb
KopucTyBadiB Ta He MiCTSTb [lepcoHanbHNX AaHnx i MoXyTb OyTu BioxmneHi KopuctyBayem
y Byab-sKNin MOMEHT 3a MOro BaxkaHHAM.

3. 3rogA HA ObPOBKY MNMEPCOHANIbHUX AAHUX

BignosigHo o Hopm 3akoHy YkpaiHun “[1po 3axucT nepcoHanbHux gaHux” (Hagani -
3akoH), KomnaHia € po3nopsgHUMKOM Ta 34iIMCHI0E OOpOOKYy NepCcoHanbHUX AaHUX
crnoxuBadiB Ta KopucTyBadiB Mpu HagaHHi Mocnyr CTpaxyBaHHS, B TOMYy 4uchni 3a
ponomoroto CepgiciB KomnaHii Ha niacrasi Ao3Bony Ha oBpobKy nepcoHanbHUX OaHuX,
HagaHoro BignoBigHO A0 3akoHy Ans 3abesnedeHHs BMKOHAHHS CBOIX 3000B’A3aHb 3a
A0roBopamMmm CTpaxyBaHHS.

CnoxwmBay Ta/abo Kopuctysad Hagae KomnaHii CBOKO MOBHY OOHO3HAYHY MUCLMOBY
3rogy Ha obpobKy MOro nepcoHanbHUX OaHUX 3 METOH, 3asaBreHow y Poaaini 4 uboro
lMopsiaky, 30kpeMa Ha 06pobKy 3 BUKOpPUCTaHHAM Beb-canTy Ta CepsiciB KomnaHii 3 meTolo:

e O3HanmomneHHs 3 [loroeipHOK [OOKyMeHTauieto (3aranbHumMuM  ymoBamm
CTPaxoBOro npoaykTy, |Hgopmauieto Npo CTaHAapTHUM CTPaxoBWUWA MPOAYKT,
IHpopMaLUINHUM IMCTOM NPO CTaHOAPTHUW CTpPaxOBUW NPOAYKT, IHdopmauieto
npo CTtpaxosuka, IHopmauieto Npo nocepenHuka),

e yKIageHHs Ta BUKOHaHHA KomnaHieto JoroBopy CTpaxyBaHHS,

e OTPUMAHHS peKramHo-iHpopMaLUiHUX MaTepianis Npo NPOAYKTU Ta MOcnyru
CTpaxyBaHHS.

KomnaHis 3gincHioe obpobKy nepcoHanbHUX AaHUX MNPOTAroM CTPOKY, HEOOXigHOro
Ana peanisadii uinen, BIiANOBIOAHO OO0 SKMX Taki nNepcoHanbHi Aani 6ynu 3ibpani Ta
3gincHoBanach ix obpobka.

KomnaHis 36epirae nepcoHanbHi AaHi cnoxusadie Ta KopucTyBauiB OOBLUE HiX Le
HeoOXiAHO AN BCTAHOBIEHMX Linen iXx 06pobkn BUKNIOYHO Yy BUNagKax, konm 36epiraHHs
nepCcoHanbHUX JaHNX BUMAraeTbCsa 3aKOHOA4ABCTBOM YKpaiHu.

Peectpytoumce Ha odiginHomy Beb6-canti KomnaHii, y MOGINbHMX 3acTOCyHKax,
kabiHeTax, KopucTyBay LUNSIXOM MNPOCTaBMEHHs ranodkn y rpadi "Hagato [ossin Ha

TMpAT «CK « YHIKA» 3



Q. UNIQA

06pobKy MOiX NepcoHanbHUX AaHNX" MiATBEPAXKYE, LLO O3HANOMIIEHMI 3 YMOBaMM LibOro
Mopsaky, B TOMy 4mucri 3 MeTO 0B6pobKM NepcoHanbHUX OAHUX 3a3HAYEHUX Y LbOMY
Mopsaky, NnpaBamn CyG’eKTiB NepCcoHanbHMUX AaHuX 3rigHo 3i cT. 8 3akoHy YkpaiHm “Ipo
3aXUCT NepCoHanbHUX [OaHuX’, | MNOPSALKOM BUKOPUCTAHHS MEPCOHaNbHUX AaHUX
KomnaHieto.

4. META 3bOPY TA OBPOBKWU NMEPCOHAJIbHUX OAHUX

MeToto 360py Ta 06pobkM NnepcoHanbHMX AaHUX crnoxmsBadiB Ta/abo KopucTysauis, B
T.4. 3a gonomoroto Be6-canTy Ta CepsiciB KomnaHii €:

e OTpumaHHA cnoxumBadem Ta/abo KopuctyBadem iHdopmauii npo CTpaxosi
NPOAYKTW, YMOB YKNaJaHHs 4OroBopiB CTpaxyBaHHS, TOLLO.

e YKnageHHs Ta BUKOHAHHSA JOroBOpY CTpaxyBaHHS;

e 3J’'acyBaHHA KomnaHieto o6CTaBMH CTpaxoBuMX BuNagkiB nig 4ac iX
BpErynoBaHHA (30KpemMa, Npu HanpaefeHHi 3anuTiB 40 MeANYHNX 3aknagis Ta
yCTaHOB, NPaBOOXOPOHHNX OpPraHiB, PATYBanbHUX CY>XO TOLLO);

e [lepeBipkn cyb’ekTa mepcoHanbHUX OaHMUX Ha CMUCKWM OcCib, BKMOYEHUX OO
nepeniky ocib, noB’A3aHMX 3 MPOBAMXEHHAM TEPOPUCTUYHOI AiSANbHOCTI,
CTOCOBHO SIKMX 3aCTOCOBAHO MiXXHAPOAHI CaHKUii Ta nepeniky ocib Wwoao sknx
3aCTOCOBaHO CaHKUil, NpunHATI Pagoto HauioHanbHoi 6e3nekn i 06opoHu
YKpaiHu, 34iMCHEHHA 3axX0iB HANeXHOI NepeBiPKN KITIEHTIB,;

e CTBOpeHHs obnikoBoro 3anucy Kopucrysaua,

e HapaHHa CepsiciB abo doyHKLi, Ky 3amoBmB KopucTtysauy;

e 3B’A3Ky 3 KopuctyBadyamm 3 MeTOK iHGOPMYBaHHS NPO MNepCcoHasni3oBaHi
YHiKanbHi nponoaudii Ta akuil KomnaHir,

e OTpuUMaHHA CTaTUCTUYHUX OAHMX ANS OUiHKKM Ta aHanidy PUWHKY, KNIEHTIB,
NpoAYKTIB Ta cepB.iciB, sKi HagarTbcs KomnaHieto;

e O6cnyroByBaHHS KIEHTIB, B T.4. OTPUMaHHA 3BOPOTHLOrO 3B’A3KY LLOAO
KNiEHTCbKOro Jocsiay;

o 3abesrneyeHHss OHOBMEHHS i TexHiyHol niaTpumkn CepsiciB, y TOMYy 4uchi
MOGINbLHOro 3aCTOCYHKy Ha npucTpoi KopucTyBaua;

e |HWKMX 3aKOHHMX Uinen B 00cA3i, OOCTaTHbOMY [OfA SKICHOrO HagaHHSA
KopucTtyBauy nocnyr cTpaxyBaHHs1, B TOMY 4ucrii 3a gornomorot CepsiciB.

5. YMOBU TA NMPABUJIA OBPOBKU NMEPCOHAJIbHUX OAHUX

MepcoHanbHi AaHi cnoxuBadiB Ta/abo KopucTtyBadiB HesanexHo Big iX npupoau,
3MmicTy, cnocobiB Ta ¢opmu 00pobkn BigomocTen, obpobnswTbCA BigMNOBIAHO [0
BCTAHOBIEHMX 3aKOHOL4ABCTBOM MNPUHLUMMIB OOpOOKM nepcoHanbHUX OaHUX i3NYHUX
oci6. 3okpema, KomnaHis 4OTPUMYETLCA HACTYMHUX NPUHLMNIB 06pOO6KN NepcoHanbHUX
AaHux cnoxusadis (KopucTtyBadis):
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e MPMHLUMMN 3aKOHHOCTI: NePCOHanbHi aHi 06pobnsaTbCS BUKMIOYHO Ha 3aKOHHNX
nigcraesax;

e [PUHUMMN CYMICHOCTI: nNepcoHanbHi [[aHi OTPUMYKTBCA BUKITKOYHO Ons
BMKOPUCTaHHSA B KOHKPETHUX 3aKOHHMX LiNsxX Ta o6pobnsatuca BignoBigHO Ao
HUX;

e MpPMHUMN ageKBaTHOCTI: 0OpobntoBaHi NepcoHanbHi AaHi € agekBaTHUMU, He
3arBMMK 1 BiANOBIQAOTL LiNam ix o6pobku;

e MNPUHUMN TOYHOCTI: 06pobntoBaHi NepcoHanbHi AaHi € TOYHUMK, NPU X 3MiHi
MOCTINHO OHOBIIOKOTLCS,;

e MpMHUMN TEPMIHOBOCTI 36epiraHHs: NnepcoHanbHi AaHi He 36epiratoTbca 4oBLUE,
HXX e BU3Ha4YeHO HOPMaTUBHO-NPaBOBMMU akTamMu YKpaiHu;

e MPMHUMN AOTPUMaHHS npas (isandHOI 0CcobKM: NnepcoHanbHi AaHi 06pobnsatoTbes
3 JoTpuMaHHsaM npaB cyb'ekTa nepcoHanbHWX AaHWX, BKIIOYMAaKuM npasBo
AOCTYNY A0 HUX;

e MPMHUMMN 3axXULLEHOCTI: NepcoHarnbHi AaHi 06pobnalTbCsa 3 AOTPUMAHHAM
BMMOT J0 1X 3aX1CTy.

KomnaHisa 3abesnevye 36epexeHHa iHopmauii 3 obMexeHMM [JOoCTynoM Ta
lMepcoHanbHMX OaHux cnoxuBadiB Ta KopucTyBadiB, Hece BignosiganbHICTb 3a 1X
PO3KPUTTA BIANOBIAHO A0 YMHHOrO 3aKOHOA4ABCTBA YKpaiHW.

B npoueci 06pobkn nepcoHanbHMX gaHnx KomnaHia, 3 MeTO BMKOHaHHS AOroBopy
CTpaxyBaHHs Ta/abo 34iNCHEHHSI TOCNOAAPCLKOI OisiNbHOCTI y chepi cTpaxyBaHHS, Mae
npaBo HaacunaTu Taki OaHi, BKIOYaKYM TPAHCKOPAOHHY nepepady, TpeTiM ocobam,
TakuUM §K:

e [lepeBipsouMM Ta  KOHTPOMOKYMM  [EepXaBHUM  opraHam, ayamtopam,
KOHCYmnbTaHTam, OLiHLLMKaM, iHWWM 30BHiLLHIM npodecioHanbHUM
KOHCyNnbTaHTaM, SKi OitoTb Ha TepuTopii Byab-AKoi KpaiHW, Oe 34iACHI0E CBOHO
AisneHicTe UNIQA Group, go cknagy sikoi Bxogutb MNpAT “CK "YHIKA”;

e KowmnaHiam, ski HagatoTb ToBapu Ta/um nocnyrm UNIQA Group oo cknagy sikoi
BxoauTb Komnanis;

o KomnaHiam-napTHepam, Aans 3abes3neyvyeHHs noBigOMMEHOI MeTu 0b6pobku
NnepcoHanbHUX OaHuX, HanexHoro QyHKUiOHyYBaHHA KomnaHii, npu ubomy
rapaHTylouM [OOTPUMaHHSA BUMOT 3aKOHOOABCTBa YKpalHM WOOO 3axUCTy
nepcoHanbHUX JaHUX;

e baHkam-napTHepam Ta nigpagHMkam Komnanii.

Mepenaya nepcoHanbHUX OaHUX iHO3EMHUM cyb’ekTam BiOQHOCWUH, MOB’A3aHMX i3
nepcoHanbHUMMU JaHUMW, 34IMCHIOETBCH NMLWIE 3a YMOBM 3abe3nedyeHHs BignoBigHO
AEepXXaBOK HanexHOro 3axucty nepcoHanbHUX OaHuX Y BuMagkax, BCTaHOBMEHWUX
3aKoHOA4aBCTBOM abo MiXKHapOAHMM AOroBOPOM YKpaiHu.

HepxaBu-yyacHuui €BpONencbKOro eKOHOMIYHOMO MPOCTOPY, a TaKOX OepXaBu, SKi
nignucann KoneeHuito Pagn €Bponn npo 3axucT ocib y 3B’A3Ky 3 aBTOMAaTU30BaHO
00pO6KOK NepcoHanbHUX OaHUX, BBaXalTbCS TakMMK, WO 3abes3nevytoTb HanexHun
piBEHb 3aXUCTY NepCOHalbHUX JAaHUX.
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Mepenik pepxaB, ki 3abes3nedyloTb HANEXHUN 3axXUCT NEPCOHANbHUX AaHuX,
BM3Ha4vaeTbcst KabiHeTom MiHicTpiB YkpaiHu.

lMepcoHanbHi faHi He MOXYTb MOLUMPHOBATUCS 3 IHLLIOK METOHD, HiXK Ta, 3 SIKOK0 BOHMU
6ynu 3ibpaHi (y Tomy 4mcni 3a mexi Ykpainu).

MepcoHanbHi faHi MOXyTb nepegaBaTUCA IHO3eMHUM cyb’ekTam  BiOHOCWH,
NoB’sA3aHMX 3 MEepPCOHANbHUMW OaHMMW, TaKOX Y BMMagkax, BU3HAYEHUX YACTUHOMO
YyeTBepTOl CTaTTi 29 3aKoHy YKpaiHu «[1po 3aXUCT nepCcoHarbHUX JaHUX».

basu nepcoHanbHUX gaHux, BosioAinbuemM skux € KomnaHiss 3HaxogsaTbeA:

e Y ['onoBHOMY ogici KomnaHii, wo po3tawosaHui 3a agpecoto 04112, m. Kuis,
Byn. Onenu Teniru, 6, kopn. 4,

e Ha BnacHin cepepHin iHdpacTpykTypi B DATA LeHTpi DeNovo,

e Ha cepsepHin iHppacTpykTypi ORACLE Cloud

e Ha cepBepHin iHppacTpykTypi T-Systems Austria Cloud.

KopucTyBaui npunmatoTbs ymoBu gaHoro lNopsagky y pasi kopuctyBaHHs CanTom Ta
Cepsicamu Komnawi.

CnoxuBad Ta KopuctyBay mMakwTb NpaBO Ha OTpPMMaHHSA iHopmauii Npo nopsiaok
00po6KM CBOIX NepcoHanbHUX AaHWX, a TaKOX iHWI npaBa, BU3HAYeHi YaCcTUHOLO 2 CTaTTi
8 3akoHy YkpaiHu «[1po 3axnct nepcoHanbHUX AaHNX».

5.1. O6oB’a3kn CnoxuBaya (KopucrtyBaua):

CnoxwuBau (Kopuctysay) 3060B’A3aHil, 30kpema, ane He 0bMexyuunchb:

KopuctyBaTtuca Cantom Ta Cepsicamm KomnaHii BUKNIOYHO 3a IX YHKLiOHANbHUM
NPU3HAYEHHAM;

He BUMHATK Ail, cnpsiMOBaHi Ha OTPUMaHHS KOHIAEHUiIMHOT iHdhopMmauil KomnaHii,
30KpeMa He 3fivicHioBaTK nNigbip Ta cuctemartmsadio Tapudis;

He BumHATKM fil, cnpsimoBaHi Ha BBeAeHHA iHWKnX KopucTtyBadiB Ta KomnaHito B
OMaHy;

He HapgaBaTu B KOPUCTYBaAHHA CBOT NepCOHanbHi gaHi TpeTim ocobam;

He 3pincHioBatn 36upaHHs, cuctemaTusauito, 30epiraHHsi, o006pobky abo
NOLUMPEHHA NepcoHanbHOI iHgopMau,ii iHWnx Kopuctysadis;

He HamaraTuca ogepkatu SOCTYN 4O NepCcoHanbHMX gaHux iHwux Kopuctysadis
Oyab-sikuM cnocobom, 30Kkpema, LWNsiXoM o6MaHy, 3noBXUBaHHSA AOBIPOHO, Nigdopy
AaHuX ayTeHTudikauii Ta igeHTudikauil, BUKOPUCTaHHA Oyab-SKUX MPOrpamMmHuX
3acobiB;

KopuctyBaTtucs nocnyramm Komnanii 3 BukopuctaHHam Cawnty ta/abo CepsiciB y
BNnacHux iHTepecax abo B iHTepecax 3akoHHUX fosiputenis. Akwo KopucTtysBau
peecTpyeTbCcsl Ha odiuiiHomy Beb-canti KomnaHii Ta/abo Cepsicax Komnahii B
iHTepecax TpeTix ocib, B LbOMYy BMNaaKy, Hagatouum gaHy 3rogy, Kopuctysau
nigTBEPOXYE Te, WO Mae AOCTaTHIN 0BCAr NOBHOBAXXEHHSA ANS BYMHEHHA TaKUX
Ain, B TOMYy YnChi — WOA0 HagaHHS Bif, 1X iMeHi 3roan Ha oBpobKy nepcoHanbHUX
AaHUX Ha BUKNageHUX BULLLE YMOBAX, SK IX 3aKOHHU NpeaCTaBHYIK.
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5.2. O6oB’a3ku KomnaHii

KomnaHisi 3060B's13yeTbCA He HagaBaTu NepcoHanbHi AaHi TpeTim ocobam 6e3 3roam
cnoxusaya Ta/abo Kopuctysaya, sKOMy Hanexartb Ui AaHi, KpiM BUNagKiB po3KpuUTT4, SKi
BCTAHOBJIEHI BUMOramm YMHHOIo 3aKOHO4aBCTBa YKpaiHu.

Mepepayva [NepcoHanbHUX AaHuX TpeTiM ocobam, B TOMY 4YWUCRi TpaHCKOPAOHHA
nepegava, 4OMyCKaeTbCA Y HAaCTYMHUX BUNaaKax:

e 3a ymMOBM HagaHHsA Ta nicng OJepXaHHs 3roau crnoxuBaya Ta/abo
KopucTtyBaya, SskoMy HanexuTb gaHa iHopmauis.

e [lpn HeoOXigHOCTI nepepayi NepcoHanbHUX AaHUX B iHTepecax crnoxuBada
Ta/abo KopuctyBaya 3 METOK BUKOHaHHSA OOroBOpY CTpaxyBaHHS abo 3anuty
KopucTyBaya Ta/abo 3anyyeHHs TpeTiX OCib AN Takoro BUKOHAHHS;

e 3a O0OrpyHTOBaHMMW 3anuTaMy [AepXKaBHUX OpraHis, WO MalwTb MNpaBo
OofepKyBaTu Taki AaHi;

KomnaHis 3abesneyye 3axucT nepcoHanbHUX JaHuMX crnoxusadiB Ta KopucTysaudis,
BiANOBIAHO 4O BMMOI YMHHOINO 3aKoHOA4ABCTBA YKpalHU B cdepi 3axXncTy nepcoHanbHUX
AaHux Ta BignosiaHo Ao MoniTuku iHdopmauinHoi 6e3nekn Komnadii.

5.3. 3axucT nepcoHanbLHUX AaHUX

KomMmnaHis BXuBae ycix HeobXxigHuUX 3axopiB Ans 3abesneyeHHs KOHMIAEeHUiMHOCTI
nepcoHanbHUX  JaHUX crnoxuBadie Ta  KopuctyBayiB i HegonyweHHa  iX
HeCaHKLIOHOBaAHOro po3rosioleHHs. [JocTyn A0 MepcoHanbHUX OaHUX CroXuBadiB B
KomnaHii, B T.4. TMX, WO 0OpobnaiTbCsA 3a AONOMOro aBTOMATU30BAHUX CUCTEM
KomnaHii, MatoTb BUKITHOYHO npadiBHUKM KoMnaHii, siki BUKOHYOTb nepenbaveHi onepadil,
WO nOoB’si3aHi 3 HeoOXigHICTIO Takoro AJoctyny, Ta nepegbadeHi iX nocagoBumum
IHCTPYKUIiSAMKM Ta X PYHKUiOHanbHUMU 0B0B’si3KaMMu.

3 mMeTow 3abesnedeHHa 6e3nekn 0OpPOOKM NepcoHanbHUX AaHUX BXMBAKOTHCA
cneujanbHi OpraHi3auinHi, TEXHIYHI Ta OpraHisauiHO-TEXHIYHI 3ax0oau 3axucTty, B T.u.
LLIOOO 3aXMCTY Bif HECaHKLIOHOBAHOIo AOCTYNY 40 AaHMX, WO 06pobnatoTbCs, Ta 3axXucTty
TEXHIYHOro Ta MPOrpamMHOro KOMMJEKCy, 3a OOMOMOro SKOro 34iINCHIETLCA 0Opobka
nepcoHanbHUX JaHUX.

[nsa 3abe3neveHHss 3aXMCTy NepcoHanbHNX AaHUX cnoxusadiB Ta/abo Kopuctysadis
KomnaHis peanisoBye psag 3axoniB, cepen sikux (nepenik He € NOBHUM):

Mpouenypun po3amexyBaHHA OOCTYNY A0 NPOrpaMHUX KOMIMIEKCIB Ta CUCTEM;
Po3mexyBaHHA Ta KOHTPOSIb 4OCTYNY 40 NPUMILLEHb, KAPTOTEK Ta apXiBiB,;
BeaneyHe 36epiraHHs HOCIIB iHpopMaLil, B T.4. nanepoBux;

TexHi4Hi 3axoaun 3axucTy iHopmau,l;

BukopuctaHHsa 3acobiB 3aXMCTy MEPEXEBOro NEPUMETPA;

WndpyBaHHA gaHux nig Yac nepepadi i 36epiraHHs;

3axuCT KiHLEBUX TOYOK AOCTYynNY;

AKTyarnbHUN aHTUBIPYCHNA 3aXUCT;
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e PerynapHe OHOBMEHHA NporpaMHoro 3abesnevyeHHs;

e [lepiognMyHe ckaHyBaHHA Bpa3nNUBOCTEN iIHPPACTPYKTYPU;

e BnpoBagpkeHHA  3axulleHMX KaHaniB  3B'A3ky Ta  ©aratodakTopHOI
aBTeHTMdikauii ana  6e3nevyHoro  MigkflyeHHs O KOpnopaTUBHOI
iHpacTpyKTYpW;

e Pe3sepBHe konitoBaHHA AaHnx Ta 6e3neyvHe 36epiraHHA pe3epBHUX KONil;

e KOHTPOISib NEPEHOCHUX MPUCTPOIB;

e 3axuCT eneKTPOHHOI NOLTH;

e KOHTpOsib 30BHILLUHIX NPUCTPOIB;

e LleHTpanizoBaHe 36epiraHHs XypHaniB noain;

e BignosigHi opraHisauinHi 3axoauw;

e BnpoBagxeHi NONITUKK, CTaHOAPTU, NOSIOXKEHHS | IHCTPYKLUIi, WO perynioTb
NUTaHHA iHopMaLinHOT 6e3neku;

e Po3pobneHi nnaHu pearyBaHHs Ha iHUMaeHTu, nnadn BCM,;

e [lpoBOAATbLCA perynsipHi TPeHiHrn 3 iHgopmauinHoi 6eaneku;

e BnpoBagxeHi i3anyHi 3axoam Ta 3acobu 3abeanedeHHs 6esneku.

Mpw BCTAHOBNEHHI OinoBuX BiQHOCUHKU 3 TpeTiMn ocobammn, KomnaHia yknagae yrogy
Npo Hepo3ronoLeHHs1 KoHgiaeHuinHoT iHdopmauii NDA (Non disclosure agreement), Lo
BCTAHOBIIOE BUMOIM 3aXMUCTY NEPCOHANbHUX AAaHUX CMOXMBaYiB.

CnoxwuBau Ta KopuctyBay go3ssonsie KomnaHrii HagasaTtu 4O3Bin iHWKMM KOMMaHiaMm, 3
akuMmn KomnaHis yknana BignoBigHi yrogu, ogepxxysaTu, 36epiratu Ta obpobnatn gadi
npo cnoxueaya Ta Kopuctysaua, L0 He BiAHOCATLCA 40 NEPCOHANbHUX aHUX, TAEMHUL
CTpaxyBaHHs Ta TaeMHuui diHaHcoBOI nocnyru (Hanpuknag, IP-agpeca KopuctyBaua,
annn Cookie, cTaTucTuyHa iHopmauia npo akTuBHICTb KopucTyBadya) Ans
NOKpaLLUEHHA SIKOCTI HafZaBaHO! LMMW KOMMAHIIMKM NOocnyr Ta iHopmaLil peknamHoro
xapakTepy.

KomnaHia Moxe nepefasaTu iHpopMauilo (KpiM nepcoHanbHUX LaHUX, TaeMHUUi
CTpaxyBaHHs Ta TaeMHULUi dpiHAHCOBOI NOcnyrn), oTpuMany Big KopuctyBauiB, B paMkax
HagaHHA nocnyr TpeTiM ocobam 3 MEeTOoH HaneXHoOro BMKOHaHHA CBOIX O6OB’A3KIB 3a
UMMM Nocnyramu.

MowmnpeHHa KomnaHieto nepcoHanbHnx gaHmx 6e3 arogu cnoxmsada yn Kopuctysava
abo ynoBHOBaXeHOI HMMKM 0COOM [O3BOMSAETLCA Yy  BuMagkax, BU3HAYEHUX
3aKOHOOABCTBOM YKpaiHu, i nuwe (SKwo ue HeobxigHo) B iHTepecax HauioHanbHOI
Oesneku Ta npaB NOLMHM.

®annu Cookie, siki MOXyTb OyTV BuKOpucTaHi KomnaHieto, He MIiCTATb nepcoHanbHi
AaHi Ta He MOXYTb 3aBAaTu Wwkoau npuctposam Kopuctysada. binbwicte ¢annis Cookie,
AKi MOXyTb B6yTn BUkopuctaHi KomnaHieto, € Tak 3BaHMMN ceaHCOBUMUN dhannamm cookie,
SKi aBTOMATMYHO BMOANATLCA B KiHUiI BigsigyBaHHs KopuctyBadyem Beb-canty Ta
Cepgicis Komnanii. IHWi cbarnm cookie 3anuwarTbcst Ha NpUcTposix KopucTtyBava 4o TUX
nip, NOKM BiH X He BuganuTb. Lli bannu cookie go3sonsatoTb posnisHaBaty Beb-6paysep
KopuctyBada npu HacTynHomy BiABigyBaHH.
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KopucTyBay NorogXyetbCcsi 3 TUM, WO KOHMIAEHUINHICTL nepeaaHux Yyepes IHTepHeT
AaHUX He rapaHToBaHa y BUNagKy, siKwo AOCTyn A0 UnX gaHux dyae oTpumaHum TpeTimm
ocobamu no3a 30HOK poboTK TeXHIYHMX 3acobiB 3abe3nedeHHs 6e3nekn KaHaniB 3B'A3Ky
Komnanii. KomnaHis He Hece BignoBiganbHOCTi 3a 30UTOK, 3anofigsHUM Takum
HEeCaHKLiOHOBaHNM LOCTYMNOM.

KopuctyBay mae npaBo 3anpocuTu, 3MiHUTK abo BMOanUTU CBOI NepcoHarbHi AaHi,
WO 3HaxogAaTbcs y po3nopamkeHHi KomnaHil. Ona uboro KopuctyBady HeobXxigHO
HanpaBuTK BiANOBIAHY 3asiBY Ha KOHTAKTHY agpecy KomnaHii, 3a3HayeHy Ha CawnTi, AKLwo
iHWWIK cnocib 3miHM abo BMAANEeHHs NepcoHarnbHUX aHuX He nepeadbayvyeHo TEXHIYHUMN
moxnmoctsamn Canty Ta/abo Cepsicamn Komnanii.

lMepcoHanbHi AaHi 30epiraloTbCs Ha BHYTPILLHIX pecypcax KomnaHil, 4OCTyn A0 AKUX
obmexyeTbes 3rigHo 3 BuMoramu lNonitukn ynpaeniHHA 6e3nekoto Komnarii, MNonoxeHHs
Npo TaEMHMLIO PIHAHCOBOT NOCAYrM Ta TAEMHULIO CTpaxyBaHHA KomnaHii Ta iHwuMun
BHYTPILLUHIMM HOPMATMBHUMK JOKYMeHTaMmn Komnaii 3 iHpopmauinHoi 6e3nekn.

KomnaHis He Hece BignNoBiganbHOCTI 3a (PyHKUiIOHYBaHHA cepBepiB Ta obnagHaHHA
npoBangepis 4octyny OO0 Mepexi IHTepHeT, Ta Oyab-sikux TpeTix OcCib, 3 BUMHU SKUX
BiICYTHIN 4 obmexeHuin goctyn go canty Komnanii, BinbyBcst BUTIK iHGbopmMauii 3 BUHN
TpeTiX OCib, a TakoX 3a po3ronoLweHHs1 KopuctysayemM CBOIX NePCOHaNbHUX aHuX, Y T.u.
AaHux asTopu3auii Ha canTi Komnanii, kabiHeTax, y MOOGINbHMX NPUCTPOSX Ta
3aCTOCYHKax.

Heski cepsicn Canty Ta Cepsicie KomnaHii nepenbadatoTb 3gincHeHHs Ta/abo
oTpuMaHHsA KopuctyBadem nnaTtexis 3a 4ONOMOro CTOPOHHIX NIATPKHUX CUCTEM, SKi He
nignopsgkoBytoTbcsl KoMnaHii Ta mMaloTb BMACHi YMOBUM X BUKOPUCTaHHA i MONITUKY
KOHQPIOEHLIMHOCTI.

5.4. NopaTKkoBi yMOBMU
KomnaHia 3anuwae 3a coboto npaBo 3miHOBaTM uUen [Mopsgok. YcCi BHeCeHi go

Mopsagky 3miHM OyayTb OOCTYNHI y | HOBIM pepakuii lMopsagky, 3a NOCUNaHHAM:
https://uniga.ua/

Y BunNagky BHeceHHs A0 [MopsaaKky icTOTHMX 3MiH, KoMnaHis oaaTKoBO NOBIAOMUTL
KopuctyBada npo Ui 3MiHM eNeKTPOHHOK MOLWITO, sika BkasaHa B O6GMiKOBOMY 3anuci
KopuctyBada Ta/abo wnsxom onpuniogHeHHs1 Ha Beb-canTi KomnaHii.

Yci 3miHn lNopsagky HabyBakTb YMHHOCTI 3 MOMEHTY ixX nybnikauii Ha Beb-cauTi
KomnaHii. BukopuctoBytoun Cant abo Cepsicu, KopuctyBad nigrBepaxye 3srogy 3
HoBUMU ymoBamMu [lopagky B akTyanbHiM pefakuil, Wwo Ai€e Ha MOMEHT BUKOPUCTAHHSA
KopuctyBadem Canty Ta/abo Cepsicis Komnarii.

KomnaHis He Hece BignoBiganbHOCTI 3a wkogy abo 36uTku, akux 3asHaB Crnoxusad

Ta/abo KopuctyBauy abo TpeTi ocobwm B pesynbTaTti MOMUIIKOBOrO PO3YyMiHHS, abo
Hepo3yMiHHA, abo TnymayeHHs ymMoB AaHoro [lopsiaky, iHCTpykui abo BkasiBOK Mpo
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nopsaok BukopuctaHHa Canty Ta/abo CepsiciB Komnadii, B T.4. WOAO MOpAaKy
PO3MILLEHHA AaHUX Ta IHWNX TEXHIYHUX NNTaHb.

[o momeHTy npunHATTS KopucTtyBadyem ymoB gaHoro [Mopsaky, KopucTtyeBay moxe
nonepeHb0 3BepHyTUCHA 00 KomnaHil ans OoTpuMaHHS pPO3'ACHEHb o4O MOSIOXEHb
Mopsaaky.

Y BUNagKky BU3HAHHSA HeAincHOI abo He3aiNCHEHOI NEBHOI OKPEMOi YaCTUHN OAHOro
Mopsaaky, iHWi YyactuHn [lopagky 3anuuwarTbCs YMHHMMKU. BigmoBa KOXHOT 3i CTOpPIH
(Kopuctysaya Ta/abo Komnanii) Big 6yab-skoro nonoxeHHs abo ymosu gaHoro MNopsaky,
abo 6yab-sKe TX NOpYLLUEHHS HE CcKacoBYeE Aito Lboro MNMopsaky abo ymoBw.

[o paHoro Mopaaky n BigHoCcUH Mk KomnaHieto Ta KopuctyBadem, WO BUHUKAOTL Y
3B'A3Ky 3 BuKopucTaHHaAM Cawnty Ta/abo CepsiciB KomnaHii, 3aCTOCOBYETbLCA YMHHE
3aKoHO4aBCTBO YKpalHW. KoxXHa CTOpOHa MOrogkKyeTbCsd 3 TUM, WO BIgMOBIgHI cyau
YKpaiHM MatoTb nepeBakHy PUCAUKLIKD BIAHOCHO OyAb-sAKMX npeTeH3in, cnopis abo
po30biKHOCTEN, WO cTocyTbes [lopaaky Ta BukopucTaHHa Canty Ta/abo CepsiciB
KomnaHit.

Y BUNagKy BMHUKHEHHS 3anuTaHb wono lMopsagky obpobku Ta npouenypa 3axucty
nepcoHanbHnx gaHux cnoxusadi MNpAT «CK «YHIKA», cnoxuBadi MoxyTb Hagicnatm
NINCT Ha enekTpoHHY nowTy office@uniga.ua Ta/abo cKopUCTaTUChb IHWNMK KaHanamu
KOMYHiKaLii, Lo 3a3Ha4veHi Ha Beb-canTi abo Cepaicax Komnanrii.

6. NPUKIHLEBI MOJIOXXEHHA

Llen MNMopsigok Habupae YMHHOCTI 3 OHSA MOro 3aTBEpPAXKEHHA Ta Aie 40 AaTu MOoro
ckacyBaHHs abo 3aTBepAXeHHs1 HOBOI pedakuii Nopsaky (B T.4. 3 ypaxyBaHHAM 3MiH i
AOMOBHEHBb), 3 HAabpaHHAM YMHHOCTI SKOI nonepefHs pedakuis aBTOMaTUYHO BTpadvae
YMHHICTb.

3MmiHn/gonoBHEHHA [0 [Mopsaky 3aTBEpAXYHTbCA Yy BiANOBIAHOCTI A0 BHYTPILLHIX
BUMOT Ta npaBui 0PopMIeHHA JOKYMeEHTIB y KomnaHii.

Y pasi HeBignoBigHOCTI 6yab-AKOT YacTUHM [opaaKy YUHHOMY 3aKOHOAABCTBY YKpaiHu
abo0 iHWKWM HOpMaTUBHUM OOKYMEHTaM, Ha NiacTaBi Aknx po3pobneHo MNMopsgok, 3okpema,
Yy 3B’A3Ky i3 BHECEHHAM [0 HWX 3MiH / BBEOEHHAM B Ail0 HOBUX 3akoHodaBumx /
HOPMaTUBHUX [OOKYMeHTiB, uen [Mopsgok Oyge [iatm nuwe B Tid YacTUHI, SKka He
cynepeynTumMe OCTaHHIM.

BigomocTi npo KomnaHito, ik Bonoginbusa nepcoHanbHUX AaHUX:
MpAT « CTPAXOBA KOMIMAHIA «YHIKAY,

ko €OPIOY 20033533,

04112, m. Knis, Byn. Onenn Tenirn, 6, kopn.4.
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HopmaTuBHO-npaBoBi akTn y cchepi 3aXMCcTy nepcoHarnbHUX AaHUX (3oKpema):
KoHcTuTyuia YkpaiHu:
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text

3akoH YkpaiHn «[Mpo 3axmMCT NnepcoHanbHNX AaHNX»:
https://zakon.rada.gov.ua/laws/show/2297-17#Text

3akoH YkpaiHu «[1po iHdopmauito»
https://zakon.rada.gov.ua/laws/show/2657-12#Text

3akoH YkpaiHu «[IMpo cTpaxyBaHHsA»:
https://zakon.rada.gov.ua/laws/show/1909-20#Text

KoHBeHUia nNpo 3axuct ocib y 3B’A3Ky 3 aBTOMaTM30BaHOK OOPOOGKOK nepCcoHasnibHUX
AaHNX:
https://zakon.rada.gov.ua/laws/show/994 326#Text

HopaTtkosun npotokon Ao KoHBEeHLiT Npo 3axmncT ocib y 3B'A3Ky 3 aBTOMaTU30BaHO
00Opo6KOK NepcoHanbHUX OaHMX WOAO OpraHiB Harnsigy Ta TPaHCKOPAOHHWUX MOTOKIB
JaHunX:

https://zakon.rada.gov.ua/laws/show/994 363#Text

KoHTponb 3a goaepaHHAM 3aKOHOA4ABCTBa NPO 3aXUCT NEepPCOHaNbHUX AaHUX Y
MeXXax NOBHOBaXeHb, NepeadavyeHnX 3aKkOHOA4ABCTBOM YKpaiHU, 34iNCHIOE:
YrnosHosaxxeHul BepxosHoi Padu 3 ripas ritoOuHu

Ykpaina, 01008, m. Kuis, 8yn. IHcmumymcska, 21/8.

Mapsiya ninig: 0800-50-17-20, (044) 299-74-08.

www.ombudsman.gov.ua

TMpAT «CK « YHIKA» 11


https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text
https://zakon.rada.gov.ua/laws/show/2297-17#Text
https://zakon.rada.gov.ua/laws/show/2657-12#Text
https://zakon.rada.gov.ua/laws/show/1909-20#Text
https://zakon.rada.gov.ua/laws/show/994_326#Text
https://zakon.rada.gov.ua/laws/show/994_363#Text
http://www.ombudsman.gov.ua/

